
Exploring espnull_gre_transport.pcapng

🖥 R4 🖥 R2 🖥 R1 👥 R5 (GETVPN GM)

📁 espnull_gre_transport.pcapng

Frame 1 |

2020-04-28T16:38:06.757403Z

🔐 IKE_SA_INIT

🆔Message ID 0x00000000

🔗 Protocol ID IKE (1)

🔧 Transform Type Encryption Algorithm (ENCR) (1)

🔧 Transform Type Pseudo-random Function (PRF) (2)

🔧 Transform Type Integrity Algorithm (INTEG) (3)

🔧 Transform Type Key Exchange Method (KE) (4)

📋 Notify Message Type NAT_DETECTION_SOURCE_IP (16388)

📋 Notify Message Type NAT_DETECTION_DESTINATION_IP

(16389)

Frame 2 |

2020-04-28T16:38:06.769571Z

🔐 IKE_SA_INIT

🆔Message ID 0x00000000

🔗 Protocol ID IKE (1)

🔧 Transform Type Encryption Algorithm (ENCR) (1)

🔧 Transform Type Pseudo-random Function (PRF) (2)

🔧 Transform Type Integrity Algorithm (INTEG) (3)

🔧 Transform Type Key Exchange Method (KE) (4)

📋 Notify Message Type NAT_DETECTION_SOURCE_IP (16388)

📋 Notify Message Type NAT_DETECTION_DESTINATION_IP

(16389)

Frame 3 |

2020-04-28T16:38:06.778681Z

🔐 IKE_AUTH

🆔Message ID 0x00000001

Frame 4 |

2020-04-28T16:38:06.784531Z

🔐 IKE_AUTH

🆔Message ID 0x00000001

Frame 5 |

2020-04-28T16:38:13.315531Z

🔒 ESP SPI 0xd306bf7a

ESP🔢 Sequence 1

📦 Inner Echo (ping) request

🆔 Identifier (BE) 6 (0x0006)

🔢 Sequence Number (BE) 0 (0x0000)

Frame 6 |

2020-04-28T16:38:13.320524Z

🔒 ESP SPI 0x09fb5be5

ESP🔢 Sequence 1

📦 Inner Echo (ping) reply

🆔 Identifier (BE) 6 (0x0006)

🔢 Sequence Number (BE) 0 (0x0000)
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