
Exploring storage_smb_download.pcapng

💻 Client 🖥 Server

💾 Storage 💾 Storage

📁 storage_smb_download.pcapng

💡 [Frame 1] SMB2 Create — opens

or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)

💡 [Frame 2] SMB2 Create — opens

or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File <share>

💡 [Frame 3] SMB2 Create — opens

or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)

💡 [Frame 4] SMB2 Create — opens

or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File test.txt

💡 [Frame 5] SMB2 Create — opens

or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)

💡 [Frame 6] SMB2 Create — opens

or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File test.txt:com.apple.metadata�_kMDItemUserTags

Frame 7 |

2020-09-21T13:35:41.298008Z

🔒 SMB2 Close

📄 File test.txt:com.apple.metadata�_kMDItemUserTags

Frame 8 |

2020-09-21T13:35:41.298375Z

🔒 SMB2 Close

📋 NT Status ✅ SUCCESS

💡 [Frame 9] SMB2 Create — opens

or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)

💡 [Frame 10] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File <share>

💡 [Frame 11] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)

💡 [Frame 12] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File <share>

💡 [Frame 13] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)

💡 [Frame 14] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File test.txt
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Exploring storage_smb_download.pcapng

💻 Client 🖥 Server

💾 Storage 💾 Storage

💡 [Frame 15] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)

💡 [Frame 16] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File test.txt:com.apple.lastuseddate#PS

Frame 17 |

2020-09-21T13:35:42.104718Z

🔒 SMB2 Close

📄 File test.txt:com.apple.lastuseddate#PS

Frame 18 |

2020-09-21T13:35:42.105102Z

🔒 SMB2 Close

📋 NT Status ✅ SUCCESS

💡 [Frame 19] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)

💡 [Frame 20] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File test.txt:com.apple.metadata�_kMDItemUserTags

Frame 21 |

2020-09-21T13:35:42.106529Z

🔒 SMB2 Close

📄 File test.txt:com.apple.metadata�_kMDItemUserTags

Frame 22 |

2020-09-21T13:35:42.106907Z

🔒 SMB2 Close

📋 NT Status ✅ SUCCESS

💡 [Frame 23] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)

💡 [Frame 24] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File test.txt:com.macromates.selectionRange

Frame 25 |

2020-09-21T13:35:42.108446Z

🔒 SMB2 Close

📄 File test.txt:com.macromates.selectionRange

Frame 26 |

2020-09-21T13:35:42.108803Z

🔒 SMB2 Close

📋 NT Status ✅ SUCCESS

💡 [Frame 27] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)

💡 [Frame 28] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File test.txt:com.macromates.visibleIndex

Frame 29 |

2020-09-21T13:35:42.11028Z

🔒 SMB2 Close

📄 File test.txt:com.macromates.visibleIndex

Frame 30 |

2020-09-21T13:35:42.110664Z

🔒 SMB2 Close

📋 NT Status ✅ SUCCESS

💡 [Frame 31] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

📄 SMB2 Create

📋 Disposition Open (if file exists open it, else fail) (1)
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Exploring storage_smb_download.pcapng

💻 Client 🖥 Server

💾 Storage 💾 Storage

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

💡 [Frame 32] SMB2 Create —

opens or creates a file/directory;

disposition controls behavior: Open

(must exist), Create (must not

exist), Overwrite, OpenOrCreate

📄 SMB2 Create

📋 NT Status ✅ SUCCESS

📋 Action The file existed and was opened (1)

📄 File test.txt

Frame 33 |

2020-09-21T13:35:42.114429Z

📥 SMB2 Read

📦 Length 12

📋 Offset 0

Frame 34 |

2020-09-21T13:35:42.114718Z

📥 SMB2 Read

📋 NT Status ✅ SUCCESS

Frame 35 |

2020-09-21T13:35:42.114844Z

🔒 SMB2 Close

📄 File test.txt

Frame 36 |

2020-09-21T13:35:42.115124Z

🔒 SMB2 Close

📋 NT Status ✅ SUCCESS
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